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If we take as given that critical infrastructures are vulnerable 

to a cyber terrorist attack, then the question becomes whether 

there are actors with the capability and motivation to 

carry out such an operation.

—DOROTHY DENNING (1945–  ), INFORMATION SECURITY RESEARCHER
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Abstract: Much like any other business or organization, as 
universities rely more and more on electronic resources, they 
open themselves up to a new set of unique risks. Th e ex-
amples, case studies, and research highlighted here provide a 
glimpse into the many potential cyber risks facing higher edu-
cation risk managers. Th is article focuses 
on risks related to usage of the Internet, 
e-mail, and electronic devices, as well as the 
potential impacts of cyber-crimes and data 
breaches. It also explores what professionals 
should look for in their insurance cover-
age and how the courts have interpreted 
whether the business or organization was 
liable when faced with a variety of diff erent 
breaches or cyber-crimes.

Introduction
Technology has increased the productiv-
ity of universities and businesses, but it 
comes with potential risks and liabilities. 
As organizations rely more heavily on the 
Internet, e-mail, and electronic devices, 
“cyber-crimes” and catastrophic electronic 
mishaps loom as serious threats.

In the past year alone, universi-
ties frequently found themselves in the 
unwanted spotlight as victims of cyber-
crimes and data breaches:

• In December 2009, hackers inserted a malware 
into Pennsylvania State University’s computers, 
exposing the Social Security numbers of about 
30,000 people.  

• Hackers accessed personal data of approximately 
160,000 women who had enrolled in a mam-
mography project conducted by the University of 
North Carolina at Chapel Hill. Th e school learned 
of this data breach in July 2009, but the intrusion 
may have occurred as early as 2007. 

• In February 2009, the University of California, 
Berkeley announced that hackers infi ltrated sensi-

tive databases that included Social Security num-
bers, birth dates, and medical records of 160,000 
students and alumni. Some of the data reached 
back to 1999.

• A cyber-criminal hacked into Eastern Illinois Uni-
versity’s admissions database, exposing 
personal data of nearly 10,000 current, 
past, and prospective students dating 
back to almost a decade.

Businesses have also suff ered data 
breaches in recent years. For example, 
cyber-criminals obtained credit card, 
driver’s license, and Social Security 
information from millions of customers 
of TJ Maxx and Marshalls. Hackers also 
targeted thousands of Monster.com us-
ers and stole their personal background 
information.

Cyber-crimes can cripple the day-
to-day operation of organizations. 
Viruses from hackers or disgruntled 
employees can disable computers or 
overload the network, leading to busi-
ness interruption. Organizations also 
risk the loss of valuable intellectual 
property if the security of their com-

puter network is breached.  
Other forms of cyber-crimes are directed at the 

companies’ consumers or the universities’ students or 
employees. Th ese Internet crimes can range from “phish-
ing” (where the culprit poses as a legitimate organization 
to obtain confi dential information) to “pharming” (where 
the criminal redirects web traffi  c from a legitimate site to a 
sham site) to the hacking of the organization’s network to 
steal sensitive information. 

Accidental exposure of data or loss of data from 
technological malfunctions can also lead to substantial 
economic losses and tarnished reputations. Numerous 
news stories have detailed potential disclosure of sensi-
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tive information caused by the loss of employee laptops, 
wireless devices, USB memory sticks, and other portable 
storage devices.

Even as companies and universities work to reduce 
their vulnerability to technology-related risks, new 
technology advances can lead to new problems that arise 
more quickly than defenses can be geared up. In response, 
organizations have realized a heightened need for strin-
gent risk management and insurance coverage for mishaps 
related to these technologies.  

Th is paper briefl y outlines signifi cant practical and 
substantive issues in insurance coverage cases involving 
underlying technology-related liabilities. Th e fi rst section 
of this paper provides a brief landscape of the potential 
liability issues. Th e next section analyzes the evolution 
of the ISO comprehensive general liability (CGL) policy 
language for data losses. Th e third section provides a brief 
summary of cases that have addressed whether the loss of 
electronic data and software is covered under fi rst-party or 
third-party CGL policies. Finally, the last section discusses 
various other areas of potential policy coverage.

I. Increasing Risk, Increasing Losses
In 2009, the Ponemon Institute, a privacy management 
practices think tank, estimated that the average data 
breach will cost an organization in the United States $204 
per customer record.1 Technology liability damages may 
include losses due to reputational damage, litigation and 
defense fees, notifi cation expenses, and costs to restore or 
repair lost or corrupt data. Furthermore, a data breach 
can lead to costly governmental investigations and fi nes. 
For example, ChoicePoint—a company that collects 
personal data, such as credit histories and Social Secu-
rity numbers—made national headlines in 2005 when 
it sold 145,000 customer records to criminals posing as 
a legitimate business. It paid a $15 million fi ne to the 
Federal Trade Commission (FTC), and the incident led 
to a multimillion-dollar decrease in the company’s market 
capitalization.2

First-party and third-party liabilities may arise from 
cyber-crimes and technology-related losses. First-party li-
ability may include damages to the organization’s comput-
ers, networks, and data; stolen or destroyed proprietary 
information; deletion or alteration of vital records; and 
business interruption due to a shutdown of a website or e-

commerce portal. Th ird-party liability may include claims 
arising from lost or stolen data. For example, a business 
may face lawsuits if a hacker or disgruntled employee 
steals confi dential customer information.  

Organizations may also face exposure to signifi cant 
litigation and fi nes from federal and state agencies if confi -
dential data is exposed due to a cyber-attack.  

Federal Statutes and Regulations 
Numerous federal statutes and regulations establish 
notifi cation requirements if there is a release of protected 
information, and they also provide for enforcement action 
and/or fi nes. For example:

• Th e Gramm-Leach-Bliley Act requires fi nancial 
institutions to safeguard confi dential consumer 
information.3

• Th e Health Insurance Portability and Account-
ability Act (HIPAA) protects sensitive health 
care information of patients.4 

• Th e Children’s Online Privacy Act protects online 
information about children, creating reporting 
burdens.5

• Th e Counterfeit Access Device and Computer 
Fraud and Abuse Act (CFAA) provides a civil 
cause of action with standing for anyone who suf-
fers damage as the result of a breach of the act.6  

• Th e FTC has enforcement and administrative 
responsibilities arising from a number of laws, 
including the FTC Act and Fair Credit Reporting 
Act. In the past few years, the FTC has brought 
more than a dozen related enforcement actions. 
For example, in 2006, the FTC settled with Card-
Systems and its successor, Soldius Networks, for 
a 2005 security breach that caused millions of dol-
lars in fraudulent purchases. In 2005, pursuant to 
the Fair Credit Reporting Act, the FTC brought 
action against ChoicePoint for compromised data. 
BJ’s Wholesale Club and others have also settled 
with the FTC.

• A securities fraud action could be brought, for 
example, under a 10b-5 claim arising from stock 
price drops following the disclosure of a database 
security breach or misrepresentation of security 
safeguards. 
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• Derivative suits could also be brought against 
directors and offi  cers for gross mismanagement of 
security.

State Laws and Regulations
Due to the torrent of data breaches, states in the past 
decade began to enact notifi cation laws.Today, 45 states 
and the District of Columbia have en-
acted such laws. 7 California, for example, 
requires that all businesses, universities, 
and government agencies notify aff ected 
or potentially aff ected people when there 
is evidence that private information has 
been exposed.8 

Many of these federal and state data 
privacy laws also provide private causes 
of actions. For example, CFAA allows 
aff ected consumers to bring civil actions, 
though it does not appear that any con-
sumer class action suits have been suc-
cessful to date. State laws vary in terms 
of defi ning who has standing to sue and 
establishing the pool of potential plain-
tiff s. A minority of states allow consum-
ers to bring private statutory causes of 
actions alleging actual identity theft.9 So 
far, there have not been any large liability 
verdicts, though there have been settle-
ments.  

In states where there is no private 
right of action for identity theft, con-
sumers must rely on state consumer 
protection laws. It is often diffi  cult to 
determine liability under these laws 
because data breach negligence standards 
have not been clearly established. For example, in 2006, a 
fi nancial analyst’s laptop was stolen with unencrypted fi les 
of more than 550,000 mortgage loans. Th e court granted 
summary judgment for the defendant mortgage company, 
fi nding that it was not negligent and that the victims who 
lost data could not demonstrate any damages because of 
the conduct. Th e court reasoned that the defendant had 
complied with the pertinent statutory regulations because 
it had written security policies, risk assessment reports, 
and proper safeguards for its customers’ personal infor-

mation.10 Nonetheless, organizations may still want to 
settle quickly in order to avoid bad publicity and poten-
tially adverse precedents.

Th ese exposures have led companies and universities 
to review their current insurance coverage and investigate 
the availability of new cyber-related insurance to cover 
the costs associated with data breaches, business inter-

ruptions, and damaged reputations. 
Some organizations are in for a rude 
awakening; there are often signifi cant 
insurance gaps, and the issue of coverage 
for technology liability remains an open 
question. 

II. Will Commercial General Liability 
Insurance Cover Technology-Related 
Liability?
A critical coverage question for many 
organizations is whether the technology-
related loss falls within the defi nition of 
“property damage” under their third-
party CGL policies. Recent post-2001 
changes to the standard ISO policy 
form specify that electronic data are not 
“tangible property” and, therefore, that 
loss of such data does not constitute 
“property damage.” Th is new language 
has yet to be interpreted by the courts, 
but it will likely be more diffi  cult for the 
insured to obtain coverage for electronic 
data loss. Many organizations, however, 
may still have coverage under the pre-
2001 ISO standard policy forms that do 
not contain such language.   

ISO Pre-2001 Policies
Property damage has historically been defi ned in stan-
dard CGL policies as either (a) physical injury to tangible 
property, including all resulting loss of use of that prop-
erty, or (b) loss of use of tangible property that is not 
physically injured.11 Th us, the fi rst question that needs to 
be addressed is whether the data breach or technology-
related loss involves damage to a “tangible property.” 
Courts consistently have held that hardware defects that 
cause physical injury to computer components constitute 

ws.Today, 45 states 
n-
mple, 
ties,
cted 
there 
has 

data
ses

ws 
ions, 
on-

uc-
ms
and
ain-
um-
of 
9 So 
bility
tle-

e 
-

o 

dards 

the costs associated w
rupt
Som
awak
insu
for t
ques

II. W
Insu
Liab
A cr
orga
relat
“pro
part
chan
form
“tang
loss 
“pro
has y
but i
insu
data
may
2001
not c

li i

Cyber exposures 

have led companies 

and universities to 

review their current 

insurance coverage 

and investigate 

the availability of 

new cyber-related 

insurance. Some 

organizations 

are in for a rude 

awakening; there 

are often signifi cant 

insurance gaps.



20 URMIA Journal  2010

physical injury to tangible property.12 However, courts 
are not in agreement about whether electronic data are 
tangible property. As set forth in Section III, there is split 
authority with respect to pre-2001 ISO policies. Some 
courts have held that electronic data are not tangible, and 
thus that loss of data is not property damage.13 Other 
courts have found that loss of data constitutes property 
damage.14 And still other courts have avoided deciding 
what constitutes tangible property by 
granting or denying coverage based on 
other policy terms or exclusions.15 

ISO Post-2001 Policies
In 2001, ISO amended the defi nition of 
property damage in the standard CGL 
policy (ISO Form CG 00 01 10 01) to 
expressly state that “electronic data is not 
tangible property.” Th e term “electronic 
data” is further defi ned as:

[I]nformation, facts, or programs 
stored as or on, created or used on, 
or transmitted to or from computer 
software, including systems and appli-
cations software, hard or fl oppy disks, 
CD-ROMS, tapes, drives, cells, data 
processing devices, or any other media 
which are used with electronically 
controlled equipment.

Th en in 2004, ISO created a new 
exclusion for electronic data (ISO Form 
CG 00 01 12 04). Exclusion p states:

p. Electronic Data: Damages arising 
out of the loss of, loss of use of, damage 
to, corruption of, inability to access, or inability to 
manipulate electronic data.

As used in this exclusion, electronic data means 
information, facts, or programs stored as or on, cre-
ated or used on, or transmitted to or from computer 
software, including systems and application software, 
hard or fl oppy disks, CD-ROMS, tapes, drives, cells, 
data processing devices, or any other media which 
are used with electronically controlled equipment.

Insurance companies will argue that the post-2001 
ISO policies explicitly exclude coverage for claims involv-
ing corrupted, damaged, or lost computer data. However, 
no known court decision has yet opined on the meaning 
and scope of the post-2001 ISO policies, and indeed these 
policy language questions may raise additional interpre-
tive questions. For example, although the 2001 ISO 
policy states that electronic data is not tangible property, 

it does not appear to exclude cover-
age for the loss of use of an undamaged 
computer caused by a data loss (i.e., loss 
of use of tangible property).  

III. Overview of Case Law Interpret-
ing Technology-Related Coverage 
Issues
If a cyber-attack causes physical dam-
age to an organization’s servers or hard 
drives, the insurer must cover the losses 
because there is no question that there 
has been direct physical damage. Th e 
thornier legal question is whether an 
insurer is liable if the damage occurs 
to software or electronic data. Courts 
often attempt to resolve that question by 
determining whether or not software or 
data constitutes tangible property. Th ere 
is a split of authority about whether the 
loss of electronic data is covered, and 
the decisions often hinge on the precise 
language of the policy.

Decisions Providing Coverage for 
Electronic Data

Th e Texas Court of Appeals in • Lambrecht & 
Associates, Inc. v. State Farm Lloyds held that the 
policyholder’s computer server, software, and 
data stored on the server were physical property, 
where a hacker invaded the computer system and 
installed a virus that rendered the server useless. 
Th e court avoided the abstract issue of whether 
electronic data and software can constitute tan-
gible property and instead focused on the language 
of the fi rst-party insurance policy. It held that the 
policy covered lost data because “electronic media 
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and records” was defi ned to include “data stored on 
such [electronic] media.” Th e loss of software was 
also covered because the policy off ered coverage 
for replacing “prepackaged software programs.”16 
A federal district court in Arizona held that • 
“physical loss or damage” in a fi rst-party all-risk 
policy “is not restricted to the physical destruction 
or harm of computer circuitry but includes loss 
of access, loss of use, and loss of functionality.”17 
Th ree mainframe computers lost power due to 
an outage, causing the loss of data in the random 
access memory. Th e policyholder claimed that the 
loss was covered as a direct physical loss, but the 
insurer denied the claim on the grounds that there 
was no physical damage.18 Relying on federal and 
state computer fraud laws, the court interpreted 
“physical loss or damage” broadly and noted that 
“[a]t a time when computer technology domi-
nates our professional as well as personal lives, the 
Court must side with Ingram’s broader defi nition 
of ‘physical damage.’”19

Th e Minnesota Court of Appeals in • Retail Systems, 
Inc. v. CNA Ins. Co. held that a computer tape and 
electronic information in the tape were tangible 
property within the meaning of a third-party lia-
bility policy covering physical injury or destruction 
of tangible property. Th e plaintiff , a data process-
ing consultant, developed computer programs and 
processed data for other companies. A third-party 
gave the plaintiff  a computer tape to process, but 
the tape was damaged. Th e third-party then sued 
the plaintiff , who then sought coverage under his 
policy. Th e court held that the data on the tape 
was of permanent value and was integrated com-
pletely with the physical property of the tape.20 In 
fi nding coverage for the plaintiff , the court rejected 
a series of cases that had concluded that computer 
tapes are intangible property for tax purposes. 
It reasoned that computer tapes have little value 
for tax purposes, but they may have signifi cantly 
greater value when used for storage of valuable 
data.21 
In • Computer Corner v. Fireman’s Fund Ins. Co., a 
New Mexico Court of Appeals held that lost data 
on a hard-drive “was physical, had an actual physi-

cal location, occupied space, and was capable of 
being physically damaged or destroyed” and that 
the lost data was therefore covered under a CGL 
policy.22

Decisions Refusing to Provide Coverage for 
Electronic Data

In • Ward General Ins. Services, Inc. v. Employers 
Fire Ins. Co., the California Court of Appeals held 
that the policyholder’s loss of information in a 
database was not covered under a fi rst-party policy 
because the loss was not a “direct physical loss.” 
Ward, an insurance services company, was updat-
ing a software program when a programming error 
led to a crash of the database. All of the electroni-
cally stored data used to service Ward’s insurance 
policies were lost. Th e court held that there was 
no “direct physical loss” because electronic data did 
not have “material existence” and was not “percep-
tible to the senses.”23

Similarly, in • State Auto Property and Cas. Ins. Co. 
v. Midwest Computers & More, the insurance com-
pany argued that it was not obligated to defend 
and indemnify a computer repair company which 
had negligently caused the loss of data of its client. 
A federal court in Oklahoma held that the com-
puter was not damaged and that the data stored 
on a computer disk was not tangible property.24 
Th e court relied on the defi nition of “tangible” 
in Webster’s Ninth Collegiate Dictionary, which 
defi ned it as “capable of being perceived, esp. by the 
sense of touch…capable of being precisely identi-
fi ed or realized by the mind.”25

Th e US Court of Appeals for the Fourth Circuit • 
held in America Online, Inc. v. St. Paul Mercury Ins. 
Co. that damage to computer operating systems 
and software does not constitute tangible dam-
age.26 America Online faced a spate of lawsuits 
after consumers claimed that the new software 
had bugs that made it incompatible with their 
computers’ operating systems and other software. 
Th e Fourth Circuit held that St. Paul did not have 
a duty to defend America Online under its CGL 
policy because computer data, software, and sys-
tems were not tangible. Relying on the purported 
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plain meaning of “tangible,” the court held that the 
computers’ operating systems and software were 
incapable of perception by any of the senses. As 
the Fourth Circuit put it, “Th e insurance policy 
in this case covers liability for ‘physical damage to 
tangible property,’ not damage to data, software, 
i.e., the abstract ideas, logic, instructions, and in-
formation.”27 Perhaps highlighting the state of fl ux 
in this area of law, the Fourth Circuit’s America 
Online decision was issued only six months after 
a diff erent Fourth Circuit panel in an unpublished 
opinion held that data destroyed by a hacker 
was “direct physical loss” under the policy.28 Th e 
concurring opinion in NMS Servs. Inc. v. Hartford 
explained that the loss of electronic data consti-
tuted physical loss because “a computer stores 
information by rearrangement of the atoms or 
molecules of a disc or tape to eff ect the formation 
of a particular order of magnetic impulses, and a 
‘meaningful sequence of magnetic impulses cannot 
fl oat in space.’”29 

The Role of Policy Exclusions
Insurance companies may raise various policy exclusions 
to seek to bar coverage for underlying technology claims. 
However, the burden is on the insurance company to dem-
onstrate that the exclusion applies.

In some cases, courts have used policy exclusions to 
deny coverage without reaching a decision as to whether 
the data was tangible property. For example, in Magnetic 
Data, Inc. v. St. Paul Fire and Marine Ins. Co., the Min-
nesota Supreme Court declined to decide if erased data 
was intangible. Instead, the court said that even if data 
was tangible, a “control of property” exclusion in the policy 
applied because the property was damaged at the insured’s 
premises.30

IV. Other Technology-Related Insurance Policies
New Insurance Products for Cyber-Liabilities
Due to gaps in traditional insurance policies, insurance 
companies have begun to market new insurance policies 
that address some of the cyber-liability issues. Th ese new 
policies and endorsements are available from most of the 
major insurance companies. Th e policy forms are available 
with specifi c coverage or bundled in a multi-line policy. 

Th ese forms are commonly called network security liabil-
ity, privacy liability, or data loss liability coverage.

Network Security Liability Policies
Network security liability policies typically • 
cover unauthorized access to databases, iden-
tity theft, or disruption of service.  
Defense costs are covered, but there may be a • 
decrease in the limits of liability. 
Trigger is determined by whether the policy is • 
claims-made or occurrence.  
Th ere is no coverage for computer failure • 
because of fi re, explosion, electrical failure, or 
misappropriation of trade secrets.

Privacy Liability Policies
Th ese policies typically cover invasion of pri-• 
vacy, trespass, eavesdropping, and breach of a 
company’s privacy policy. 

Data Loss Liability Policies
Data loss liability policies typically cover virus • 
attacks, information corruption, computer 
theft and fraud, security threats to networks, 
and claims arising from contractual liability or 
invasion of privacy.
Th ese policies do not usually cover both fi rst- • 
and third-party claims. Some policies cover 
fi rst-party risks such as an interruption of the 
policyholder’s business due to a cyber attack, 
while others provide coverage only for third-
party claims (e.g., damage due to sending a 
computer virus).

Other Technology Policy Forms
Th ere are additional technology-related policy • 
forms that cover acts of negligence (e.g., policy-
holder’s mistaken transmission of information 
to another company that causes damage or 
breach of security) or unauthorized access to 
a computer network resulting in data theft or 
loss or invasion of privacy. A number of third-
party technology policies provide some type of 
coverage for intellectual property liability. 
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Other Potential Sources of Coverage in Common 
Policies and Provisions
While companies and universities may benefi t from these 
new cyber-liability forms, they should not overlook that 
their technology-related losses may already be covered 
by common insurance policies and provisions: (a) the 
personal and advertising injury clause in CGL policies, 
(b) directors and offi  cers (D&O) poli-
cies, and (c) errors and omissions (E&O) 
policies. 

Personal and Advertising Injury 
Clause in CGL Policies
Organizations facing privacy or data 
breach-related claims often do not 
consider the personal and adver-
tising injury clause in their CGL 
policies. 

An advertising injury occurs 
when a third-party suff ers harm 
due to the policyholder’s “advertis-
ing” activities. If the term “advertis-
ing” is read properly, the personal 
and advertising injury clause can 
provide coverage and defense for 
a wide variety of claims, including 
violation of privacy rights, misap-
propriation of advertising ideas or 
style of doing business, and infringe-
ment of copyright, title, or slogan. 
A number of decisions interpreting 
this clause in the context of technol-
ogy liability claims have centered on 
whether the defi nition of advertising 
requires communication to a broad 
audience. Insurers may argue that a policyholder’s 
technology-related claims do not constitute advertis-
ing because certain Internet-related activities may 
not reach a broad audience, but several courts have 
rejected insurers’ attempts to narrow the defi nition of 
advertising.  

For example, in Zurich American Insurance Co. 
v. Fieldstone Mortgage Company, the court held that 
claims made under the Fair Credit Reporting Act 
(FCRA) can trigger coverage under a CGL policy 

and that the insurer had a duty to defend the poli-
cyholder under the personal and advertising injury 
clause.31 Th e underlying claim alleged that the poli-
cyholder had violated FCRA by improperly access-
ing the plaintiff ’s credit information to solicit their 
business for subprime mortgages. Th e court held that 
the policyholder’s use of credit information in a writ-

ten solicitation constituted a publication, 
and thus fell within the scope of the 
personal and advertising injury clause.  

Similarly, in a case involving personal 
injury language, the Ninth Circuit, in an 
unpublished opinion, read the provision 
broadly to fi nd coverage for a breach-
of-privacy claim. In Netscape Commu-
nications Corp. v. Federal Ins. Co., the 
underlying complaint alleged that AOL’s 
subsidiary, Netscape, had collected and 
used information regarding Internet 
users’ activities for technical support 
reasons, as well as opportunities for 
targeted advertising in violation of the 
Electronic Communications Privacy Act 
and Computer Fraud and Abuse Act. 
AOL’s insurance policy provided indem-
nity and defense against losses sustained 
for personal injury, which was defi ned 
to include losses arising from “making 
known to any person or organization 
written or spoken material that violates 
a person’s right to privacy.” Th e Ninth 
Circuit acknowledged that the underly-
ing claims were “not traditional breach 
of privacy claims” because the Internet 
users’ activities had not been disclosed 

to any third-party (other than AOL and Netscape). 
Nonetheless, the Ninth Circuit relied on the broad 
defi nition of personal injury to fi nd coverage, holding 
that the Internet users’ activities had been dissemi-
nated literally to “any person or organization.”32

Directors and Offi cers Liability Policies
Directors and offi  cers (D&O) liability policies can 
also be invoked for potential coverage when directors 
and offi  cers face technology-related liability unless 
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the policies expressly exclude data breach claims. 
An organization’s D&O insurance may cover 
certain costs associated with a data breach or service 
interruption. For example, directors and offi  cers may 
be sued for their failure to make proper disclosures 
of inadequate security or technology-related damage 
that may have substantial impact on the company 
or institution. In one notable case, the credit card 
information of more than 130 million people was 
stolen.33 Th e news of the data breach led to a severe 
decline in the company’s stock price, leading to a 
shareholder derivative suit. Although the court 
dismissed the shareholder’s complaint in this case, 
directors and offi  cers may be subject to liability for 
exposure of sensitive data.  

Errors and Omissions Liability Policies
Errors and omissions (E&O) coverage provides 
insurance for damages resulting from negligence, 
omissions, mistakes, and errors made by the insured 
in the course of providing professional services. A 
number of diff erent types of E&O policies may cover 
technology-related liabilities. Th ese include software 
designers’ professional liability insurance, electronic 
data processors’ professional liability insurance, and 
computer consultants’ professional liability insur-
ance. In at least one case, a federal court in California 
held that exclusions in an errors and omissions policy 
precluded coverage for an underlying lawsuit. How-
ever, this decision provides little guidance as to the 
scope of coverage under an E&O policy because the 
policyholder engaged in dishonest and illegal activity 
involving a phishing scheme.34 

Conclusion
In today’s technological world, no organization is immune 
to technology-related claims. Accordingly, no university 
or company should remain in the dark about whether 
they have adequate insurance protection against such 
claims. University risk managers and counsel need to 
determine whether they have suffi  cient coverage, and, if 
not, determine what type of coverage they need to protect 
themselves against the rise of technology-related liability. 
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